PTT Pro and Profile
Manager

Workcloud Communication

SAML Integration Guide




Copyright

2025/04/10

ZEBRA and the stylized Zebra head are trademarks of Zebra Technologies Corporation, registered in many
jurisdictions worldwide. All other trademarks are the property of their respective owners. ©2025 Zebra
Technologies Corporation and/or its affiliates. All rights reserved.

Information in this document is subject to change without notice. The software described in this document
is furnished under a license agreement or nondisclosure agreement. The software may be used or copied
only in accordance with the terms of those agreements.

For further information regarding legal and proprietary statements, please go to:

SOFTWARE: zebra.com/informationpolicy.
COPYRIGHTS: zebra.com/copyright.

PATENTS: ip.zebra.com.

WARRANTY: zebra.com/warranty.

END USER LICENSE AGREEMENT: zebra.com/eula.

Terms of Use

Proprietary Statement

This manual contains proprietary information of Zebra Technologies Corporation and its subsidiaries
(“Zebra Technologies”). It is intended solely for the information and use of parties operating and
maintaining the equipment described herein. Such proprietary information may not be used, reproduced,
or disclosed to any other parties for any other purpose without the express, written permission of Zebra
Technologies.

Product Improvements

Continuous improvement of products is a policy of Zebra Technologies. All specifications and designs are
subject to change without notice.

Liability Disclaimer

Zebra Technologies takes steps to ensure that its published Engineering specifications and manuals are
correct; however, errors do occur. Zebra Technologies reserves the right to correct any such errors and
disclaims liability resulting therefrom.

Limitation of Liability

In no event shall Zebra Technologies or anyone else involved in the creation, production, or delivery of the
accompanying product (including hardware and software) be liable for any damages whatsoever (including,
without limitation, consequential damages including loss of business profits, business interruption, or loss
of business information) arising out of the use of, the results of use of, or inability to use such product, even
if Zebra Technologies has been advised of the possibility of such damages. Some jurisdictions do not allow
the exclusion or limitation of incidental or consequential damages, so the above limitation or exclusion may
not apply to you.


http://zebra.com/informationpolicy
http://www.zebra.com/copyright
http://ip.zebra.com/
http://www.zebra.com/warranty
http://www.zebra.com/eula

PTT Pro and Profile Manager SAML Integration Guide

Introduction

The support of a shared device model for Workcloud Communication products focuses on AD/ADFS
(Active Directory / Active Directory Federated Services) using the OAuth2 protocol. The widespread
adoption of PTT Pro and Profile Manager has created the need to support SAML 2.0 (SAML2) as an
authorizing protocol.

Keycloak adds the support of SAML2 without changing the current product support of OAuth2. The SAML2
capability is provided by the Authentication Connection Service (ACS), which brokers access authorization
between the SAML Identity Management infrastructure and the OAuth2 authorization capabilities of
Workcloud Communication.

This guide describes how the ACS architecture is positioned in the Workcloud Communication
environment and how to configure the PTT Pro and Profile Manager OAuth authorization services'
connection services into the SAML2 Identity Management (IdP) infrastructure.

Document Layout

This guide includes the following sections.

Solution Components and Architecture

Provides a high-level overview of the components, from the mobile device to the IdP server. This section
also includes detailed communication flows identifying each component’s task and the sequence in which
these tasks must occur.

Configure ACS

Describes the ACS configuration process and illustrates the Workcloud Communication to OAuth
configuration as well as the SAML2 to IdP configuration elements.

Configure Workcloud Communication

This section describes the system from an operational perspective. Here, the mobile device, Profile
Manager, and PTT Pro server configurations are described. The mobile device configuration should be
reviewed and adjusted as necessary to produce a smooth user experience.

Troubleshooting

This section describes issues that can be encountered during the configuration process.

Solution Components and Architecture

ACS provides the ability for existing systems to authorize services from a SAML IdP. With the ACS service,
no software changes are required for the systems or the SAML infrastructure.

NOTE: based on a customized open-source Keycloak environment. The off-the-shelf Keycloak
system does not provide the capabilities described in this document.

ACS Component Diagram

The figure below shows products, including Telephony Manager, which is not involved with OAuth or
SAML. Both the PTT Pro and Profile Manager Server use OAuth for user authorization. The ACS server
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is the broker between the Workcloud Communication OAuth services and the customer’s SAML |dP

infrastructure.
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The following ladder diagrams illustrate the sequence of authentication events and which component

performs which function.

The first illustration shows the existing PTT Pro OAuth sequence to an AD/ADFS infrastructure. This is
provided for the administrator to understand operations before introducing ACS.

After the administrator understands the AD/ADFS (Active Directory / Active Directory Federated Services)
operations, the next diagram introduces ACS and how the flow of authorization is transferred or converted
from OAuth to SAML. Both PTT Pro and Profile Manager servers are shown.



PTT Pro and Profile Manager SAML Integration Guide

Figure 2 PTT Pro Shared Device Using OAuth2
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Once an understanding of the AD/ADFS (Active Directory / Active Directory Federated Services)
is developed, the following diagram shows the introduction of ACS and in a standalone PTT Pro
configuration.
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Figure 3 PTT Pro Shared Device Using ACS
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The following ladder diagram describes the flow of authorization in a deployment with Profile Manager
servers.
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Figure 4 Profile Manager and PTT Pro Shared Device Using ACS

SAML
User Frofile Client FTT Pro Client Profile Mgr PTT Pro server ACS Authorization
Sy

1 ] ] ] L] 1 1
1 I | [ a1 1 M |
I 1 1 [ { 1 DAuth ] SAML ¥ 1
1 1 | [ L 1 ¥ |
1 i 1 [ 1 1 |
I Login initieted | ! : i : |
i 1 1 [ 1 1 |
| | Login Requese | 2 1 | |
I ) T Ll ] I I
1 1 | [ 1 1 |
| i Redirectto I 1 1 I
1 I Ciduthd Auth URL I 1 1 |
| (il ] I 1 1 I
I 1 ] | ] I ]
| 1 Authorize Request (Auth endpcint) 1 i SAML Auth Request |
I I T T T Ll | #
| 1 | [ 1 1 |
1 1 | [ 1 1 Login form |
! ' ! Login form : | - ;
:Dis.plav Sigron Form ! : : : : :
-— |
1 1 | [ 1 1 |
| Credentials entered | _ 1 | |

i Ded!ﬂm"lﬁubmmﬂ 1 | Credentisis subeniteed [
1 I ] [ 1 1 o
1 1 | [ 1 | -
1 I | [ 1 1 |
| | | Autharization Grant . o Redinect to app w/SAML assertion !
1 I T T T ] |
| | Authorization Grant [ | | |
| 1 Codt farwarded [ | 1 |
| I + Ll 1 1 |
1 | 1 [ Access Token Request | |
| I 1 I [Tokenendpoint) -l |
| | | I 1 | |
1 I 1 [ | |
i i fecess Token la Access Tn!-ken Returned " |
I | | Forwarded o ] 1 |
I Select profile ] ] | ] I I
lgp—— g Aocess Token I 1 ] l
| I Forwarded | 1 1 |

—_——

| : | Aecess Token Foaw.}ded o | Verify Token | |
1 1 | [ | |
| I | [ 1 | |
I [ User Conflg Fie [ L renvenfied [
| | g 1 1 1 | |
| . I I | ] | |
| Dewice On-line | | 1 " |
i I | [ 1 1 |

Prerequisites

The ACS is supported for the software versions listed below. In addition, it requires TCP port 443.

Minimum software versions

« PTT Pro server v4.7.3.1

« PTT Pro client v3.2.10084

« Profile Manager client v 2.0.19406

«  Voice Client v9.0.19409 (The Voice client does not require OAuth or SAML for authentication.)

- Profile Manager server v1.14.34

Firewall ports
The ACS is a cloud service that requires access to the following ports.
« TCP port 443 for the URL to the ACS service

«  Web browser access to the ACS service
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Configure ACS

You configure the ACS service by developing a configuration for OAuth communications and a
configuration for SAML connectivity.

Create a Realm

The configuration requires creating a realm that contains both the OAuth configuration and the SAML
configuration. The Oauth configuration is used by Workcloud Communication applications, and the SAML
configuration is used to connect to the SAML server.

Configure the realm with two endpoints:
+ OpenlID Endpoint (OAuth): from the ACS service perspective, this is called the Client.
« SAML2.0 IdP Endpoint: from the ACS service perspective, this is called the Identity Provider.

Create the OAuth Client
The OAuth client communicates with the PTT Pro server and the Profile Manager using the OAuth protocol.
1. Configure the Client ID, Protocol (OAuth), Access Type (Confidential), and Redirect URI.

2. Configure the credentials. Select a client authentication of Client ID and secret (automatically
generated), which correspond to the PTT Pro JSON parameters of oC i ent | d and
oAut hd i ent Secret.

3. Map the user name parameter to uni que_user nane, which is what the system uses.

Create the Identity Provider
The identity provider communicates with the SAML server using the SAML protocol.
1. - Obtain the SAML descriptor file.

« Configure the Single Sign-On Service URL.

« Configure security settings such as Signature Validation (enable), the Signature Algorithm (RSA256),
and the Validating x 509 Certificate.

« Map the User ID entity from the IdP (SAML protocol) to the client (OAuth protocol).
« Create a default authentication to automatically launch the IdP authentication.
2. Export certificates to the IdP and to the PTT Pro server.
« Export the ACS SAML certificates to the SAML server.
« Copy the certificate into a . pemfile to the SAML server.
« Import the . pemfile into SAML server.

« Export the ACS Realm certificate to the PTT Pro server and copy the certificate into the PTT Pro
OAuth configuration.
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Creating a Realm

Create a realm to contain the OAuth configuration and the SAML configuration. The OAuth configuration

is used by Workcloud Communication applications, and the SAML configuration is used to connect to the
SAML server.

1. Browse to the assigned ACS service and sign in.

WFC-CP

WFC-Dhes- 04

WFC-5AML-Test-Realm

WFC=5IT

WFC-THD o

Existing realms are shown in the right pane. There will always be at least one Master realm.
2. Create a new realm by clicking Select Realm in the left pane.
3. Configure the realm.

a) Enter the Realm name in the Realm Name field.

b) Set Enabled to ON.

c) Click Create.

The new realm should be selected in the left pane. It is important to ensure you have switched to the
correct realm in the left pane realm drop-down to prevent the configuration of the Master realm.

Create realm
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Creating the Clients

Create the OAuth client used by the PTT Pro and Profile Manager servers.

When you select Clients in the left pane, the right pane displays the default client listing for the Realm. The
Client ID column shows that the account and security-admin-console fields are automatically populated
with the URL for the Realm.

1. Click Create to display the Add Client dialog.

Clients

Chartd are apploations and serviced that can request authentication of 4 vier. Lea e[

Clignks Bl

Cuent ID Type Descnpaen Home AL

10
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2. Configure the client.

a) Enter a name in the Client ID field. This name is used in the PTT Pro client configuration JSON file as
the value for the oAut hd i ent | D parameter.

b) Select openi d- connect from the Client Protocol drop-down menu.
Chords ¥ Create cham

Create client

Clients are applications and dervices that can requett authentication of a user.

@ General Settings Client type (5 OpeniD Connect
Client D * (@
Mame (5

Description (I

Always display in g
cansale )

m Hack Canos

c) Click Next.
The Capability Config Settings appears.

Configuring the Capability Settings

1. Select the Standard Flow and Direct Access Grants checkbox under Authorization Flow to enable.

2. Enable Client authentication.

"
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3. Click Save to display the rest of the settings.

ity ol

Create client
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Configuring the Access Settings

Procedure to configure the Access settings for the OAuth client endpoint.

Enter htt ps: // | ocal host in the Valid Redirect URI field.

Acceid attings

il eyt L (T e *

[T L=
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Configuring the Endpoint Settings

Configure the settings for the OAuth client endpoint.
1. Set Enabled to ON.

2. Select Confidential from the Access Type drop-down menu.
3. Enterht t ps:/ /1 ocal host in the Valid Redirect URI field.

This field is required but is not used for this implementation. It enables Keycloak to call back to its
resource manager.

4. Click Save to display the Credentials tab.

13
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Configuring the Endpoint Credentials

Configure the endpoint credentials to create the secret key.

1

Select Client ID and Secret from the Client Authenticator drop-down menu

This generates a random client secret.

Clues et
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(S T R
Rodea (T

2. Copy the values of the client name and the client secret key to configure the PTT Pro client.
The secret key, along with the client name must be configured in the JSON configuration file of the PTT

Pro client.

Example

"WFC- SAML-t est "

"oAut hClientld":
" 0504258e- 5987- 49af - ald0- c33a7a3beelb"”

"oAut hCl i ent Secret":

Configuring the Endpoint Mappings

Map the Oauth username to the SAML username.

1. Select the Client Scopes option on the left pane.
2. Select offline_access scope under client scopes in the right pane.

This is the built in scope for openlID connect.

14
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3. Select the Mappers tab and select By configuration from Add Mapper drop-down box. By
configuration.

e 3 el GOS0 S

offline_access C=E0D

Maopers 3
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4. Click User Attribute.

Clent scopes * Clent scope detaills * Mapper details

User Attribute
d507c504-9a15-4e42-9103-9f1aat5304b8

Mapper type User Attribute
Name * (D unique_name
User Attribute usermame
Token Claim Name (& unique_name
Claim JSON Type (D String

Add to ID token @ o
Add to access token (3 o on
Add to userinfo o on

Multivalued (0 () Off

Aggregate attribute o Off

values (@

Cancel

[
<1,
o
f

5. Enter the following details:
a) Enter uni que_nane in the Name field.
b) Enter user nane in the User Attribute field.
c) Enter uni que_nane in the Token Claim Name field.

d) Enable the Add to ID token, Add to access token, and Add to userinfo.

__/‘ NOTE: This value might be different based on your implementation.

6. Click Save.

The SAML username is returned as the OAuth Name in each user definition of the PTT Pro server.

16
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Add User (2052 of 10000 used, 7948 remaining)

User Login: |Sabastian
Department: | EP.Lab
First Name: Sabastian
Last Name: [SturZenegger
QAuth Name: |sE1vEE
Phone Number. | Bl - (:
Email

-] Trusted

Send Text
Priority: 0
Client Type: | Unknown v
© Maximal Contacts

Submit Cancel

SAML Descriptor File

The SAML Descriptor file provides information needed to configure the ACS service.

A sample SAML Descriptor file is shown below. You can also view a sample file at the Sample Descriptor
File link.

You can access the Descriptor file from the Keycloak user interface. Navigate to the Realm Settings >
General tab. Click on the SAML 2.0 IdP Metadata field under Endpoints to reveal the descriptor file.)

In the example Descriptor file below, the following lines contain the information needed to configure the
ACS service.

« Thetag <dsi g: x509Cer ti fi cat e>on line 10 contains the x509 certificate to import into the ACS
service to provide access to the IdP.

« Thetag <Si ngl eLogout Ser vi ce> on line 15 contains the URL to be copied into the SAML Single
Logout Service URL in the ACS service.

. The tag <Si ngl eSi gnOnSer vi ce> on line 29 contains the URL to copy into the SAML Single Sign-On
Service URL in the ACS service.

17
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Figure 5 SAML Descriptor File
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Configuring the Identity Provider

Use the information from the SAML Descriptor file to configure the Identity Provider.

1. Click Identity Providers in the left pane of the Keycloak user interface.

= 4WEKEYCI

Identity providers

viders arg social networks or idenSty brolires Bt aliow urers fa auSherdicate to Kirycioak r eEf

Fasren Pronpider delisti

2. Select SAML v2.0 from the Add Provider drop-down menu.

3. Enter the redirect URL in the Redirect URI field. The Redirect URI entry is constructed as follows:
https://wfc-keycloak.pttpro.zebra.com/auth/realms//broker/ /endpoint .

The <Alias>is a convenient label. Change it to an appropriate value. In this example, the alias is WFC-
SAML-Auth that results in the following redirect URI: https://wfc-keycloak.pttpro.zebra.com/auth/realms/
WEFC-SAML-Test-Realm/ broker/WFC-SAML-Auth/endpoint

4. Set the Entity Descriptor on.
5. Enter the SAML descriptor URL in the SAML entity descriptor field.
The SAML descriptor URL pulls all the SAML endpoints, certificates etc from the SAML identity provider.

19
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6. Click Save.
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7. Configure the SAML details.

B LA (T Pl ed, o - Bl Pl e e sl A I AR - Te-t - Sealer Britdbe Ml el ]

Al © pres

SAML settings
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by prosde et i d o el E e el T T C - SAML - TorsiL - Rt
sey i 0

Singhs Saga=Os sarvics. Bt ddpediow ] wic sebve core forairre O C < SAML Tt Regbm/orotocol el

a) Enter the single sign-on URL in the Single Sign-On URL Service field.

The Single Sign-On Service URL can be copied from the <Si ngl eSi gnOnSer vi ce> parameter in
the SAML Descriptor field. In this example it is:

https://w c-keycl oak2. pttpro. zebra. conf aut h/ r eal ns/ WFC- SAM_- Test - Real nf
prot ocol / sam

b) Enter the single logout service URL in the Single Logout Service UR field.

The Single Logout Service URL can be copied from the <Si ngl eLogout Ser vi ce> parameter in
the SAML Description field.

c) Enable Validate Signature.
d) Enable HTTP-POST Binding Response.
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SAML settings
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e) Enable HTTP-POST Binding for AuthnRequest.
f) Enable HTTP-POST Binding Logout.

g) Enable or Disable Want AuthnRequests Signed.
h) Click Save.

HTTP- PO g [ =

i 5 SR W R

LIS e e n o

gl 5

TangreaTa g [N N Y - SAML el
-

P L B -

T P O e T e g g S LA o ALt ity P T I L 4 T M e
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Mapping the User Name from the IDP

ACS uses the user name for the roles and profile assignments in the Workcloud Communication
environment. The user name is mapped to the correct profile on the device when the user signs in.

1. Select the Mappers tab.

= EKEYC

2. Enter user nane in the Name field.
3. Select Username Template Importer from theMapper type drop-down box.
4. Enter ${ At tri but e. nane} in the Template field.

This enables the username field from the IdP to pass to the OAuth services. The attribute name comes
from the IDP and may differ in your environment.
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5. Enter any additional attribute mapper for firstName, and lastName field.

vaders ¢ Proreder detsls

Saml
WADEE S
: -
Mams Categary Tipe
- A e e T T m——
[ 1 e T Fortm
At e b A td e rparter

Mgraiy pegnddery ¢ Provader detady 3 Edit ldenticy Prosider Mapper

Edit Identity Provider Mapper

iD T

Mama * D

Sync mode override * Inhwerit -
i)

Mapper type @ Attribute Importer -
Agtribute Hame firsaMarmne

Froerdly Mame (D Flirst MName

Mama Farmat (71 ATTRIBUTE_FORMAT _BASIC -
User Antribute Name firstame

&

=" NOTE: In case of Azure AD, following attribute mapping needs to be done for username,

it firstName, lastName, and email fields.
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Auto Launching the SAML Login

Configure SAML to automatically launch the SAML login page when the mobile device connects to the
ACS.

1. Navigate to the Authentication view.

Darwrpen

2. Select the Flows tab.
3. Click the Browser link.

4. Click Settings in the Identity Provider Redirector step.

Niwps T e o ]

[
I ifpatity Prowidei Redired ted P

5. Enter a nane in the the Alias field.
6. Enter the client string of the Identity Provider in the Default Identity Provider field.

For more information, see Configuring the Identity Provide for the client string. In this example, the client
string is WFC-SAML-Auth.
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7. Click Save and then Close.

Identity Provider Redirector config x
Alias = (&

laurch_samil

Default ldentity Provider (3

saml

m Cance Clear &

8. Click First broker login flow under Flows tab.

Update any steps details if needed. For e.g Review Profile, Handle Existing Account etc. Refer Keycloak
user manual for more details on each configuration details. By default, there is no change required for
any of the steps .

Exporting the ACS Certificate to SAML

Establish trust from the ACS to the SAML server.
1. Navigate to the Identity Providers view.

2. Click Endpoints URL to display the descriptor file from the ACS instance.

famcers ie L = 13|

Hedipen U8 (T PR el - il e P asar i dlimi WAE O - SANL - Ted - Reaiim,Broied faamieraipairt '

[opiaty =aevey (7
Dangeiay ordar T

Eradpuisin. [5) L [ prvce Provices Wetsciata B

3. Copy the x509 Certificate and paste it into a text file with a file extension of <f i | enane>. pem

4. Import <f i | enane>. peminto the SAML server.
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Exporting the ACS Certificate to PTT Pro

Export the ACS certificate to the PTT Pro server. The PTT Pro server requires a certificate for the OAuth
connection to Keycloak.

1. Navigate to the Realm Settings and select the Keys tab.

2. Click on Certificate in the RS256 row.

oo e L B T S AL
A Tiemils, REirighP T

3. Copy the certificate to the OAuth definition in the PTT Pro portal, as shown below.

__/‘ NOTE: The CR/LF characters are critical for the server to properly digest the certificate.

----- Begin Certificate----- <CR/ LF>
<Certificate information pasted here> <CR/ LF>
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Configure OAuth

CAuth URL: [hitps /iwfc-keycloak. ptipro.zebra c
Access URL: https /iwfc-keycloak. pttpro.zebra c
OAuth Token

Certificate

MICIT CCAZOCBgFwUTCepTANBgkghkiGawiBAQsFADAeMRwwGgY DVQADDBNXREMIUOF
NTCIUZXNOLVIY WxtMB4XDTIwMDIxNzE 1MDU0OF o XD TMwMDIxNZE IMDcyOFowH|EcMBo
GATUEAwWwWTVOZDLVNBTUWIVGVZdC1SZWFsbTCCASIwDQY JKoZlhweNAQEBBQADggEPAD
CCAQoCggEBAIU2oh2bfgoo5sES3YugRGHB/grQASAgOWG+Qd0+R1KBIUCPC2QBjwXalhO -~

Submit Cancel

4. Click Submit.

Configure Workcloud Communication

After you have configured the ACS service, configure the Workcloud Communication servers and clients.
This section describes the configuration of:

« Profile Manager

« PTT Pro Server

« PTT Pro for Android

« Profile Client

Configure Profile Manager

The Profile Manager server requires four configuration elements to connect to an OAuth server because
the Profile Manager uses OAuth to authorize users. Using ACS requires that the Profile Manager use the
Keycloak server instead of an ADFS server.

The four configuration elements you need to configure Profile Manager administrator are:
« Authentication URL

» Access Token URL

« ClientID

« Client secret
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Authentication URL and Access Token URL

The Authentication URL and the Access Token URL are obtained by clicking on the OpenID Endpoint
Config under the General tab in the Realm Settings.

¥ Mamae VR -

Display nams e ak-Prima
HTHIL Digplay name
Frontend URL &
Enabled @ ﬂ
User-Managed Access © OFF

Ensipenings &

The Authorization Endpoint is copied to the OAuth URL in the PTT Pro server and provided to the Profile
Manager administrator.

“token_endpod
"hTp: fufe-kiyel .
s “userintio_send “hitps /el oo keye Loak. ptizes.
o end_sesidon_end ttpd: /S wfe-kaycloak, pitpra. Tebes, con/ auth/realss L - Test - In/protocolfopenid-
"jukz_url”:"https « loak ptipro. Tebra. con/ auth/real s /WFC -SAML -Tast -Reale/protacal fopand d-
check_sesslon_ifram bitps s fwfc-keycloak, ptipro. oebre. com/auths realns WFC - 5840 - Test -Realn/protocol fopenid -connect/ login- status -
ARt _TYpeE_suppored”: [ " authoel n_coda”, "leplicit”, “eefrech_token”, "pagsweord”, "client_crsdantlal PREPONEE_TYpEE_fudpartad™:
token™,"14_token token™,"code ld_token®,"code token™,“code ld_token token®),"sebject_types_supported™:
d=:
"HS3B4™, TESE1RT, TPE2SET  TPS5127, TRS5127] T 1d_tokes_snlryptlon_alg values_supported” [ TRSA
[“H1ZBGCM" L1 TRCHC - HEA%E" ), “userinfa_sigain walues_supported”:
=, TESE1Y”, TPE2SE”,TPSS127, TRSE1YT, Thone T ], e t_oblect_signing_alg valoEs_Sepported”!

protocol fopenid.

serinfo” &

1847, “R5384°
QLEP™, “R5a1_8"],"1d_token_encryption_enc
[PSEE4", "ES3847, "REIBA", THSISET, THEELDT,

3347 ,"A5384", "ESREE" SESE", “ESSI2T ,PSISE”, "PS5127, "RES1Z", "mome” |, “response_sodes_supported”:
ageant”™ " Form_post”], “reglstration_sadpednt™: "hrtps: f/wfc-keycloak. pripee. 2ebra, con/auth/realme/ WP -SANL - Test-Reale ] lents -registrations / openid-
‘token_endp auth_sethods swpported™:
[ “private_key_jut”,"c aecret_baile”,” mt_secrat_past”, "tli_cliest_swth” "cllent_secret_fut™], "tokes_sedpeint_suth_slgning alg valusi_sspported”:

:'P5354',:E§’§-1'.'H'iiad' ESESE™, "REFSE", ).

ims_supporied™:

d™: [ "openld”, "effline_access”, "proflle”, "wmall”, "addres
—CEQuest sacameter sugcorted  srus. ceausst uel cacapetec sugooeted oErus. Soode challenge

“phone™, “roles”, e
gihods suooorbed

The Token Endpoint URL is copied to the Access URL in the PTT Pro server must be provided to the Profile
Manager administrator.

"issuer” "https: /fwfe- cloak, prTpr
panid-conne
ntrospection_endpod
commac T/ Tokeny Introspect™, "userinfo_endpal protocel/openid-
conmpct/userdnfo™, “end_session_endpoint SAFL-Test -Realn/protocel fopenid

1 ks _url™:"httpa:J/

realms WiC-

wfc-Kaycloak. pripro
tion_code”; “lwplicit™, “refresh_token® ;" password
[“ecda™ , "ncaa™ ,"1d_ voken token”, “code 1d_voken” “code uoken” Tcode §d_tokes toke
eblic™, “padrwise” |, "id_token_signing_alg_values_supported™:

[ P5384", “E5384"  “R5384" SHSI5E" , “HES12"  "ESIEAT, "RE2SAT, "HERBA", “ESELR", PRICE", "PRELY", "BE512" |, “id_token_encryption_slg_values_supported®: | “RSA-

OAER™ "RSAl_57),"1d_token_ancry aluds_support [TALIBGEM™, "A1FRIBL-HETES" ], "unarinfo_tigaing alg values_supported™:

["F5384~ .~ ES256°, “RS256°, "HS3B4" , “ES512", “PSIS6", "FEE1E", “RE512", “rone” |, “request_object_signing_alg_values_supported™:
[“edhaa™ “iEhaa”, "Rilaa” "iga88” [ [1$F] REE1E", "none" ] "reigonis_model_iopperted”

[“ysary™ " fragmant™,“fors_post” ), “reglstration_sndpolnt™: Fufcs kpyc loak_ pripro_ sebea_ Con) soth reales SWFC-SAML -Test-Aeale/clisnts-reglstrations/openid-
conmect” " token_endpolnt_suth_sethods_supported

[ #_kay_jwt” "cllent_secret_basle”, "cllent_secret_poin™, "tle_cliest_sauth™, "cliest_secret_jwt™],"tokss_sndpolat_auth_signlng alg values_supparted”:
["F53847 , “E53847, “R53347 ,"E5256", "R5256", "ES5127, "P5256", "PS512T, "REE1E" ], "clalms_supported”:

[ o™, " suk™, " {33~ ,“auth_tise",“name”,“given_name",“faaily_nsse", “preferred_usernsse”, “email”™, “scr],“clain_types_supported™:

L Tast -Agaln/protocol fopanid -connact/ login-s
nt_credentlals®], “response
"] " Rebact_typed_iupparted”:

ugs
ypes_supported”:

Eframe . html™, “grant_
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Client ID

The Client ID is the name of the clients in the configured realm. In this example, the Client ID is WFC-

SAM_- t est . The Client ID must be provided to the Profile Manager administrator and included in the PTT
Pro JSON configuration file.

Figure 6 ClientID

CAKEYCI

E’j Cients

Name

Drescription

E...‘h 'll n

Client Secret

The client's secret is also found in the Clients definition. Open the Clients definition of the realm and
navigate to the Credentials tab to reveal the Secret. The secret must be provided to the Profile Manager
administrator and included in the PTT Pro client JSON configuration file.

Figure 7 Client Secret

Client Authenticator Cliert Id and Secret v

Secret

Registration access token
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Configure the PTT Pro Server

The customer profile in the PTT Pro server supports an OAuth connection. Modify the configuration to use
Keycloak for user authorization.

The configuration of the PTT Pro server requires:
«  OAuth URL

+ Access URL

« OAuth Certificate

Figure 8 PTT Pro OAuth Configuration

Configure OAuth [ x|

OAuth URL: https:/fwfc-keycloak.ptipro.zebra.c
Access URL: https://wfc-keycloak.pttpro.zebra.c
OAuth Token
Certificate
——-BEGIN CERTIFICATE--——- -
MIICtTCCAZOCBgFwUTCcpTANBgkghkiGSwOBAQsFADAeMRwwGgYDVQQDDBNXRKMtUOF
NTCIUZXNOLVIY WxtMB4XDTIwMDIxNzE1MDUQOFoXDTMwMDIxNzE1MDcyOFowH]EcMBo
GATUEAWWTVOZDLYNBTUwWVGVZdC1SZWFsbTCCASIWDQY JKoZlhve NAQEBBQADggEPAD
CCAQoCggEBAIUZ2oh2bfqoo5sES3YugRGHB/arQA9AqOwWG+Qd0+R1KB3UCpCzQBwXaLhO -

Submit Cancel

If you are using a shared device model using OAuth:
« The device serial numbers must be provisioned in the server.

« The User definition requires that the Oauth Name field is populated correctly, as shown below. The
Oauth name must match the username in the SAML server.
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Figure 9 PTT Pro User with SAML username

Modify User (4 of 25 used, 21 remaining) % |

User Login: |steve
Department: | WFC.SAML. Test L
First Mame: Steve
Last Mame: [ Zimmerman
OAuth Mame: steve

Phone Number: | Click to Assign
Email
o Trusted

Activation Method:  Automatic Manual

Send Text

Priority: 0
Chent Type: | Unknown v
Maximal Contacts

Deactivate Resend Activation Mew Activation Code Submit Cancel

Obtain the OAuth and Access URLs
You can find the OAuth and Access URLs in the Keyloak server or from a URL.

To find the URLs through the KeyCloak user interface, navigate to Realm Settings and click on OpenID
Endpoint Configuration under Endpoints.

Figure 10 OpenlD Endpoint Configuration

FRKEYCL

Realm Semings = Name
Display name
HTML Display name
y Prenacles Fronvend LIAL
User Federation Enabiled n
S o User-Mansged Accesd § GFF

Endpaints § OpeniD Endpoiet Configuratio

To find the URLs through a web link, substitute <WFC- SAM_- Test - Real nP with the name of the Realm in
the following URL:
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https://w c-keycl oak. pttpro. zebra. com aut h/ real ns/ <WFC- SAM_- Test - Real >/ . wel | -
known/ openi d- confi gurati on

The output from the Keycloak user interface and the URL are shown below.

Figure 11 Authorization URL for PTT Pro OAuth URL Field

Figure 12 Access URL for PTT Pro Access URL Field

Obtain the OAuth Certificate

See Exporting the ACS Certificate to PTT Pro on page 27 for the process of exporting the OAuth
certificate to the PTT Pro server.

Configure the PTT Pro Client

The PTT Pro client is configured through the WFCPTTPr oDef aul t . j son file. The file contains many
elements, but the operation of the OAuth services to support the shared device model requires two
parameters.

« oAuthClientID
« oAuthClientSecret

The oaut hd i ent | Dfield is obtained from the ACS service and is the value of the Client ID field in the
Settings tab of the Clients view.
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Figure 13 oAuthClientID Value

ents WFC-SAML-test

WFC-SAML-test =

Catting Credentials Roles Client Scopes @ Mappers

Realm Settings

nstallation @

Clients
Client Scope:
Client ID @ WFC-SAML-res

Raoles

Name @
Identity Providers
User Federation Description @

Consent Required © OFF

The oAuthClientSecret is also obtained in the Clients configuration. Navigate to the Credentials tab to
reveal the secret.

Figure 14 oAuthClientSecret Value

\ C &

FC-SAML-test =

Settings redent Role Client Scopes @ Mappers @ Scope @ Revocation

allation @
Chiert Authenticator O Client 1d and Secre ¥
Secret | Regenerate Secret
Registration access Regenerate registration access token
token i

Copy and paste this information in to the WFCPTTPr oDef aul t . j son file for the PTT Pro client:

{
"oAut hCientl D': "WC- SAML-t est ",
"0oAut hCl i ent Secret": "0504258e- 5987- 49af - a1d0- c33a7a3beelb"

Import the JSON file into the device and consume the configuration with an intent.
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adb shell am broadcast -a com synbol . wfc. pttpro. ACTI ON DEFAULT_CONFI G - -es
“configpath" /sdcard/ WFCPTTPr oDef aul t. j son"
Configure the Profile Client

The configuration of the Profile Client requires two parameters.
« Customer ID

« Server URL

Figure 15 Profile Client Configuration

y B 01016 AM

Server connection

Customer ID
)

Server URL

wss:/'wicsalesdemopm1.pttpro.zebra.com

Site 1D
5000

Device |D(read only)
TCS52_18306522504188

For the Customer ID, use the Tenant ID assigned by the Zebra Administrator in the Profile Manager.

The Server URL is the URL of the Profile Manager server configured to support OAuth.
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Device Operation
After you configure the servers and the mobile devices, launch the Profile Client to log in.

Figure 16 Profile Client Log In Screen

1t me 0By ¥ 0016 am

Signin

WFC-5AML-TEST-REALM

Leg In

Username or email

St

Passwond

The device connects to Profile Manager, which redirects the client to authenticate to the SAML IdP through
the ACS service. If the user is properly authenticated the user nane is returned through the network to the
device and provisioned with the correct PTT Pro profile for the user.
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Figure 17 Client Provisioning

‘W 01018 AM Q@ W 012247 PM
= Contacts Q
Tl kamala ¥
Tl krishna <
B test e

Loading..

Your configuration is complete.

Troubleshooting the Client Error Message: ADFS Error

After completing the user login sequence, the mobile device stalls, trying to connect to the PTT Pro server.
The certificate in the PTT Pro server OAuth configuration is malformed and needs to be correctly loaded.

Check the certificate configuration in the PTT Pro server. The format rendering of the imported certificate
looks correct.
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Configure OAuth B8

OAuth URL: hitps://wfc-keycloak pttpro.zebra.c

Access URL: |hittps:/iwfc-keycloak. pttpro.zebra.c|

OAuth Token

Certificate:

-----BEGIN CERTIFICATE----- -
MIICtTCCAZOCBgFwUT7CcpTANBgkghkiGOw0BAQsFADAeMRwwGgYDVQQDDBNXRKMIUOF
NTC1UZXNOLVIIYWxtMB4XDTIwMDIxNzE1MDUOOFoXDTMwhMDIxNzE 1MDcyOF owH]EcMBo
GATUEAWWTVOZDLVNBTUwiVGVzdC1SZWFsbTCCASIwDQY JKoZlhveNAQEBBQADggEPAD
CCAQoCggEBAIUZoh2bfqoo5sES3YugRGHB/grQASAgOwWG+Qd0+R1KB3UCPCzQABjwXaLhO -

Submit Cancel

Copy the certificate to the clipboard.

————— BEGIN CERTIFICATE-—-———

MITCtTCCALOCEg Pwll T CopTANEgkghki 5w iBAQs FADRsMRwwGq Y DVIQDDEN Rk DOFNTC 1UZKNOLY Tl YRk t MB4 X DT InMD I x Nz E 1 MDUOOF X
DTHWMDI %Nz E1MDe yOFowi ] EeMBaGR 1 UERww IV SDLVNBTUnt VGV 2401 3ZWP s b PCCAS InDOY JRa 2 ThycHAQEBBOADggEPADC CRGo CggEBATD
och2bfgooSsES3TugRGHE, grSASAgOwWE+Od0+R1RBIUCpCE0E wXalhond zvhifgVnugipgVojGtHSmCWeo4 N4 8535 v AwIbTGNxbgDI g Om+
nTOLHwat2g2kridm4DlApHER 1 C4AZTIWL, OARK rhHOf 3RdxFAERTCSRGITIANG2a 1 GICLas e DEMTNZ aVWaDm T Lu 0 8 p-gHXWL Ga L p UK vmé FrnaW
t/V/ oPpHp S fRAYECEN T gTilhoUTe i Syt +RrUk f xe ONZdLE L 1 DS EUL FThw T OLImG/ LHSGx P/ im/ uG2 SvWCwo yRaYEIyzl 1 ate/ qra+Wibin
aGjbESFOND/ /ab0CAWERATANEgkGhkiGowlBAQA FARCCAQERFOH/FETATIAVIvAETN S0 2wu 6 THIM IANNE TUSwgQIUVBI 300 6R1PgLYi TS0
1XBgCizEntTwxrTEY f lpaJayVinmgrzeTeXSzAd (Ve Tde emf TEr o F2WLp R g T+thHEAGA SRV eNASp TIMKiTypEcdgVPdvACil TUgypd 2l
fwrbD4Ek+orzADELivad SYgVKIuRe TEOvXDE/ yCARNIrmISUMX Tve l T cENFT2LFLraES0rwheEL, xS3ASDEF S hvUSaBhwTva I S¥UTS4 S I L 4BRY
1NIEFYhISEFARIVIFbrEaFa] L ey YEXMTXNEXWAIRGE L t UCMEAREERMV+2 8 iVacaHARS

————— END CERTIFICATE-——--—

The certificate still looks right.

View the certificate with Notepad++ with the view set to show all characters.

CERTIFICATE= ===~ MIICtTCCAZOCBgPwlTCopTANBgkghkiGSwlBAQs PADAeMRWwWGY Y DVOODDENXRRMEt U0 FNTC LUZXNOLVI L YWt MBS X DT Iw
MOT Nz P IMOT0OFaXDTMWMDT kN2 F 1 MDcyOPowl ] BEeMBaGh 1 R Aww TV 0 2D LVNRT Ut VGV 240 1 S 2N Fsb TCCAS IwDOY JTRa 2 ThraNAQERBOADg g RE
ADCCAQeCggEBAIU2oh2bEgoo S B3I Y ugREHE /g r QRS AgOwG+0d0+R1RBIVCEC 2 0B walhOnd 2vhi 8 gVnugipgVC] Gt HAMCWe o NS48 23+ Hw
ILTENxbgDEgNi Ot TOLHwat 292 ke idmd DIARHBR 1 C4RZVIWL/ OAnK rhMO £ IRdx A6 RTCSRY2TEIWGza L GICLas t DEMTH 24 VWaDm T Lu 0 8 pgH
KWiGslpUXvmeRnuWe /V/ oPpXpS f RAVPCINT qJiOhoUT edi Syt +REUR £ xe ONZALE t 1 DEEULFThw TOLImG / LHSGx P/ im/ G2 SvWCwoyxaYEIyz
11Za€e/qeG+NjbiNaGiLESPONT/ f eb 0CAWEAATANBy kah ki G owlBAQs FAROCACEAPOH/ Fe T4T1AVIvAETN So 2wug 6 TMIm3AWWE TUZwgQIUVE
I300ERSIPQLGATEc1XBgCEzEnt TwxETEY £ lpoTayVinmgrzo T oXSzA4 0Vt CTdt em i TEE o F2WLpRRg T+hAAGa SEv X zNAf p T IMK AT YR X gVF
dvACS]1 TUgyp42al 3 fwrbD4Ek+orzHDEL vadS¥qVXSuRs TECvx DS/ yCO RN I SUmx Twr L ToENFT2LPLra s S0rwbe EL/ xSAS Dk FShvU S aBhwT
v ISYUTS4 SIt4BRU LN IDPYThISBPIkEVIFbcEaFa ] Lz ey YE XM T KN ZEWAIRGE Lt UCmASAREChM Y+ 281 Vate Hn == RS

=====FNO. CERTIFICATE===== G
The PTT Pro server displayed the certificate so that it looked like there is a CR/LF after the - - - - - Begi n
Certificate----- statement. Examining the certificate in Notepad++ revealed that CR/LF was missing.

E/I‘ NOTE: You can verify a certificate at the website https://jwt.io

Revision History

Changes to the guide are listed below:

Description

MN-004608-01 Rev A 09/2022 First version.
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Change Date Description
MN-004608-02EN Rev A 04/2024 Rebranded to Workcloud Communication.
MN-004608-03EN Rev A 04/2025 Added Configuring Capability Settings, Access Settings,

and updated the Configuring Endpoint Credentials,
Endpoint Mappings, Identity Provide, Creating the Clients,
Creating a Realm, Username Mapping, Auto Launch SAML
Login Page, and Exporting ACS Certificate to SAML and
PTT Pro.
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